NHOOPMALUMNOHHAA NAMATKA AN1A OBYYAIOLLUXCA
C KaxaplM ro,OM MOJIOAEMMN B UHTEPHETE CTAHOBUTLCA BOAbLUE, a LUKONbHUKM OOHM U3 CaMbIX

aKTUBHbIX NOAb30BaTeNei PyHeTa. Mexay Tem, NTOMUMO OrPOMHOIO KOIMYECTBa BO3MOXKHOCTEN,
WHTEPHET HeceT K nNpobaembl. ITa NamMATKa A0/1KHA MOMOYb Tebe 6e30nacHo HaxoAuTbCA B CETU.

KomnbloTepHbie BUPYCbI
KomnbloTepHbIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMNbIOTEPHbIX MPOTrPaMM, OTANYUTENLHOM
0CO6EHHOCTbIO KOTOPOW ABASAETCA CNOCOBHOCTb K Pa3MHOXKEHUIO. B 4ONONHEHWE K 3STOMY, BUPYCbI MOTYT

noBpeauTb UM NOJAHOCTbIO YHUYTOXKUTb BCe palisibl U AaHHbIe, MOAKOHTPO/IbHbIE NOJIb30BaTeNtO, OT
MMEHW KOTOPOro 6blia 3anylueHa 3aparkeHHas Nporpamma, a TakKe NoBpeauTb AN AaxKe YHUUTOXKUTb

onepaLmoHHYo cucTtemy co Bcemu dainamu B Lesom. B 60abLUMHCTBE ClyYaeB pacnpoCTpaHAOTCA
BMPYCbl Yepes MHTEPHET.

MeToab! 3aLLUTbl OT BPEAOHOCHbIX MPOrpamm:

1. Ucnonb3yii coBpemeHHble onepaLoHHbIe CUCTEMBI, MMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrPamm;

2. NocTosHHO ycTaHaBAUBa NayTu (LMdpoBbIe 3anaaTKKU, KOTOpPble aBTOMATUYECKM YCTaHABAMBAOTCA
C uenbio AopaboTKM Nporpammbl) U Apyrme o6HOBEHMA CBOEN OnepaLnMoHHON cuctembl. CKaumBai Ux

TO/IbKO C opUUManbLHOro canta paspabotunka OC. Ecam cyluecTByeT peskMm aBTOMaTUYECKoro
0bOHOB/IEHUA, BKNIOUYM €rO0;

3. Paborali Ha cBOEM KOMNblOTEPE NoA NpaBaMu NOJ21Ib30BATENA, @ HE aJMUHNCTPATOPA. JTO He

MO3BOAUT BO/BLIMHCTBY BPeAOHOCHbIX NPOrPamm MHCTANNMPOBATLCA Ha TBOEM NEPCOHANbHOM
KOMMbIOTEpE;

4. icnonb3ym aHTUBUPYCHbIE NPOrpPaMMHble NPOAYKTbl M3BECTHbIX NPOU3BOAUTENEN, C
aBTOMAaTM4YeCKUM obHoBNeHneM 6a3;

5. OrpaHnyb GU3MYECKUI JOCTYN K KOMNbIOTEPY 4151 NOCTOPOHHUX NNLL;

6. Ucnonb3yit BHELWHWE HOCUTENU MHDOPMALMK, TaKME KaK daellka, ANCK Uan ¢paiin n3 MHTepHeTa,
TO/IbKO M3 NPOBEpPEeHHbIX UCTOYHUKOB;

7. He oTKpbiBali KOMNblOTEPHbIE daisibl, MOJYYEHHbIE U3 HEHAAEXKHbIX UICTOYHMKOB. [laxe Te ¢panbl,
KOTOpble Npucian TBOM 3HAKOMbIN. Jlyylle yTOYHM Y HEro, OTNPaBAAA M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA Nepegaun gaHHbIX, He TEXHOOMMA, a BCero nmwb 6peHa, mapka. Ewe 8 1991 roay

HUAEpPNAHACKasA KOMNaHWA 3apernctprposana bpeHg "WECA", ytTo 0603Ha4ano cnoBocoyeTaHme
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBoaHan TOYHOCTL'.

[lo Hawero BpemeHu aowna apyran abbpesmnatypa, KOTopas ABAAETCA TAKOM e TexHoAorMen. 3To

abbpesunatypa "Wi-Fi". Takoe HazBaHWe BbIJI0 AaHO C HAMEKOM Ha CTaHAAPT BbICLLIEN 3BYKOBOW TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTb".



[a, 6ecnnaTHbIM MHTEPHET-A0CTYN B Kade, oTenax N asaponopTax ABAAETCA OT/IMYHOM BO3MOXKHOCTbIO
BbIXO4a B UHTEPHET. Ho MHOrMe aKcnepTbl cuMTatoT, Yto obuweaoctynHble Wi-Fi ceTn He asnsatoTca
6e3onacHbIMU.

CoBeTbl No be3onacHocTu paboTbl B 0bLeaocTynHbIX ceTax Wi-fi:

1. He nepepaBsali cBOI IMYHYIO MHbOPMaLMIo Yepes obueaoctynHblie Wi-Fi ceTn. PaboTas B HuX,
KenaTeNbHO He BBOAMTbL NAapO/iM AOCTYNa, IOTUHbI U KAaKMe-TO HOMepa;

2. cnonb3yi 1 06HOBAAY aHTUBUPYCHbIE NPOrpaMmmbl M bpaHamayep. Tem cambim Tbl 06e30nacuLlb
cebsa oT 3aKavKkM BUpYyCca Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonbsosaHnn Wi-Fi otkntoum pyHkumio "Obwmn goctyn K pannam n npuHtepam”. [lJaHHanA
dYHKUMA 3aKpbITa MO YMOIYAHWUIO, OAHAKO HEKOTOPbIE NMO/b30BaTE/IN aKTUBUPYIOT ee A1 yaobcTea
MCNONb30BaHUA B paboTe nnu yyebe;

4. He ncnonb3yi nybamyHoln WI-Fl gna nepegaymn ANYHbIX AaHHbIX, HAaNnpUmep 414 BbiIxo4a B
coLMasibHble CETU WU B SNIEKTPOHHYIO MOYTY;

5. Vicnonb3yit TonbKo 3alumuieHHoe coeamnHeHune yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca 8Boaun umeHHo "https://";

6. B mobunbHOM TenedoHe oTkatoum dyHKumto "MoakntoueHme K Wi-Fi aBTomaTtndeckn". He gonyckai
aBTOMATMYECKOro NOAKAOYEHMA YCTPoKCcTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble cetn

CoumanbHble CeTM aKTUBHO BXOAAT B HALLY ¥KW3Hb, MHOTME NtoAN PabOoTatoT M KMBYT TaM NOCTOAHHO, a
B Facebook yrke 3apernctpupoBaH Muaanaps YeNoBeK, YTO ABAETCA OL4HOM ceabMOl BCeX Kutenemn

naaHeTbl. MHOMMeE NOb30BaTENN HE MOHUMALOT, YTO MHOPMaLMA, Pa3MellleHHaa UMU B COLMaNbHbIX
CeTAX, MOXKeT ObITb HallAeHa M UCMOJIb30BaHa KEM Yro4HO, B TOM Yncsie He 0b6A3aTenbHO ¢ 61armmum
HamepeHMHMl/l.

OcHoBHble cOBETbI N0 6€30NaCHOCTU B COLMAJbHbIX CETAX:

1. OrpaHnyb CNUCOK Apy3eit. Y Tebs B APY3bAX HE A0MKHO 6bITb CyYaHbIX M HE3HAKOMBbIX NOAEN;
2. 3aWuMLalt CBO YacTHYI0 XMU3Hb. He yKasbiBali Nnapoau, TenedoHbl, agpeca, 4aTy TBOEro POXKAEHMA

W APYTYHO NIMYHYIO MHOOPMALMIO. 310YMbILIEHHUKU MOTYT MCMO/1b30BaTh AaxKe MHGOPMALMIO O TOM,
KaK Tbl U TBOW POAUTENM NAAHUPYETE NPOBECTM KaHUKY/bI;

3. 3awmuiali cBoo penyTaumio - AepXku ee B YACTOTe U 3a4aBali cebe BONpoc: XxoTen bbl Tbl, YTOObI
Apyrve nosiib3oBaTeNn BUAENU, YTO Tbl 3arpyaellb? MNoagymali, npexae 4em 4To-To onybaMKoBaTh,
HanucaTb U 3arpy3uThb;

4. Ecnv Tbl FOBOPULIb C IIOABMU, KOTOPbIX HE 3Haelllb, He UCMOb3YI CBOE peasibHoe UMA U APYryIo

JTINYHYIO VIHd)OpMaLI,VIVI: MMA, MECTO XUTENTbCTBA, MeCTO y‘-IE6bI n npoyee,;



5. U3berait pasmeweHma poTorpaduii B MHTepHeTe, rae Tbl M306paxKeH Ha MeCTHOCTU, MO KOTOPOA
MOXHO ONpese/iUTb TBOE MECTOMNO/IOKEHUE;

6. MpKn perncTpaumm B counanbHoOM ceTm HeobXoANMMO UCMONb30BaATb C/I0XKHbIE MAP0/U, COCToALME U3
OYKB M UMP M C KONMYECTBOM 3HAKOB He MeHee §;

7. OnAa coumanbHOM cetn, NoYTbl U APYrMX CaUTOB HEODXOAMMO MCNO/b30BaTh pPa3Hble Nnapoaun. Torga
ecnn 1eba B310MatoT, TO 310YMbILUIEHHUKM NOAYYaT AOCTYN TOJIbKO K O4HOMY MECTY, a He BO BCE Cpasy.
INEeKTPOHHbIE AeHbIU

INEeKTPOHHbIE AEHbIU - 3TO OYeHb YA06HbIM cNocob nnaTexen, OAHAKO CyLLECTBYIOT MOLUEHHUKM,
KOTOPbIE XOTAT NOAYYNTb 3TU AEHBIU.

INEKTPOHHbIE AEHbIM NOSBUINCH COBCEM HEAABHO M UMEHHO M3-33 3TOrO BO MHOMMX rocyAapcTBax Ao
CUX NOP He NPOMMCAHO NPO HUX B 3aKOHaX.

B Poccum ke oHU PYHKLMOHUPYIOT U O HUX Y¥Ke NPONMCAHO B 3aKOHE, FAe UX PasAenatoT Ha HECKONbKO

BW/0B - aHOHUMHbIE U HE aHOHUMHbIEe. PazHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTca NPoBoANTL onepaunn 6e3 naeHTMdUKaLMmn Noab3oBaTeNs, a B HeaHOHMMHbIX
naeHTMdMKaLmMa Nob3osaTens anseTcs ob6asaTeNbHOM.

TaKKe cnegyeT pas/iMyaTtb 3N1E€KTPOHHbIE GUaTHble AeHbrM (PaBHbI rOCYAapPCTBEHHbIM BalloTaM) U
3N1EKTPOHHbIEe HeduaTHble AeHbrM (He paBHbl rOCYAapPCTBEHHbIM BalOTaM).

OcHoBHble coBETbI N0 6e30NacHON paboTe C 3/IEKTPOHHbIMU AEHbIaMMU:

1. Mpu1BAXKM K cueTy MOBUNbHbIN TenedoH. ITo caMblit yA06HbIN U BbICTPbIM CNOCO6 BOCCTAHOBMUTb

[0CTYN K cyeTy. NpurBaA3aHHbIM TenedoH NOMOKET, eciv 3abyaellb CBOW NNATEXKHbIN Napoab UK
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ncnonb3yit ogHopasoBble naposun. Nocne nepexona Ha YCUEHHYO aBTopusaLmio Tebe yxe He
6yLeT yrpoXKaTb ONacHOCTb KPaXku Wau nepexsaTa NaaTeKHoro napons;
3. Bbibepu cnoxXkHbIV Naposb. MpecTynHMKam byaeT He NPOCTO yrafaTb CI0XKHbIV Napoab. HagexHble

napo/in - 3T0 NapoK, KOTOpPble CoAepKaT He MeHee 8 3HaKOB M BK/OYaloT B ceba CTPOUHbIE 1
nponucHble 6yKBbl, UMdPbI U HECKOIbKO CUMBOJ/IOB, TaKMe KaK 3HaK A0anapa, GyHTa, BOCKAMLATENbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW /INYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBepseLlb.

DneKTpOoHHanA nouTta

INEeKTPOHHasA NoYyTa - 3TO TEXHO/IOTUA U NPEAOCTABAAEMbIE €10 YCAYTW MO NEPECHISIKE U MOJYYEHUIO
3/1EKTPOHHbIX COOBLLEHMI, KOTOPbIE PacnpesensatoTca B KOMMNbIOTEPHOM ceTU. OBbIYHO 3/1EKTPOHHbIV
MOYTOBbIN ALLMK BbIFAAUT CAeayowmm 06pasom: MMA_MNoAb30BaTeNa@nma_aoMeHa. TakKe Kpome
nepeaayun NPoCToro TEKCTa, MMEETCA BO3MOKHOCTb NepeaaBath Gpanbl.

OcHOBHble coBeTbl No be3onacHoM paboTe ¢ 31eKTPOHHOM NOYTOM:




1. Hapo Bbl6paTb NPaBW/IbHbIM NOYTOBbLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIN BbI6Op BecnnaTHbIX
NMOYTOBbIX CEPBMCOB, OAHAKO JlyyLLe AOBEPATb TEM, KOTO 3HaELWb U KTO NEPBbIN B PEUTUHIE;

2. He yKasbiBali B IMYHOMN MoYTe INYHYIO MHPopMaumio. Hanpumep, nyywe BbibpaThb
"My3blKanbHbIN_paHat@" nnu "pok2013" emecto "temall"”;

3. Ucnonb3yi ABYX3TanHyo aBTOpPMU3aLmto. ITO KOrga MOMMMO Naposia HY*KHO BBOAUTb KOA,
npucoliaemslii no SMS;

4. Bbibepu CnoxkHbIN Naponb. J1s KaxK40oro NoYToBOro ALWMKa A0/IXKEH ObiTb CBOM HaAEeKHbIN,
YCTOMUMBbIM K B31IOMY NapOib;

5. Ecnv ecTb BO3MOMKHOCTb HanmMcaTb CAaMOMY CBOM JIMYHbIM BOMPOC, UCNOb3YM 3TY BO3MOKHOCTb;
6. Micnonb3yi HECKO/IbKO NOYTOBbIX ALWMKOB. MNepBbli A58 YacTHOW Nepenncku c agpecaTamm,

KOTOPbIM Tbl flOBEPAELLb. ITO 3NEKTPOHHbIN agpec He HAAO MCMOIb30BaTb NPU PErMCTPaLLUN Ha
dopymax u canTax;

7. He oTKpbIBai daibl v Apyrve BAOXKEHUS B MUCbMAX, AAXKE €C/TIM OHWU MPULLAK OT TBOUX APYy3eil.
Jlydlie yTo4HM Y HUX, OTNPABAAIN I OHU Tebe 3Tn dalinbl;

8. MNocne oKoHYaHMA PaboTbl HA MOYTOBOM CEPBUCE NMepes 3aKPbITUEM BKIAZKM C CaliTOM He 3abyab
HarKaTb Ha "BbinTn".

KnbepbynnuHr unm BuptyanbHoe usgeBateIbCTBo

KnbepbynnvHr - npecnegoBaHne coobLEHUAMM, COAEPHKALLMMM OCKOPOAEHMA, arpeccuto,
3anyruBaHume; XyIMraHCTBO; coumanbHoe BOMKOTUPOBAHME C MOMOLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.
OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocalicsa B 600. Jlyywnii cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €C/IM HET TOTO, K KOMY
MOKHO 06paTUTLCA, TO BHaYase YCNoKOMTbCA. EC/IM Tbl HaYHeLWb OTBEYaTb OCKOP6AEHUAMU Ha
OCKOPHNEHMSA, TO TONBKO elle 60/blie PasoXKKellb KOHGANKT;

2. YnpaBnain ceoen Knbeppenytaumnemn;

3. AHOHMMHOCTb B CETU MHMMas. CyLLecTByOT cnocobbl BbISCHWUTb, KTO CTOUT 32 aHOHMMHbIM
aKKayHTOM;

4. He cTOWT BECTU XYIMTAHCKUIA 06pa3 BUPTYaNbHOM KU3HWU. MHTEpHET UKCMpPYET BCe TBOW AEUCTBUA
N coxpaHAeT ux. YaanuTtb ux byaeT KpanHe 3aTpyAHUTENLHO;

5. Cobntopai cBOO BUPTYasbHYH YECTb CMOJIOAY;

6. IrHoOpupyit e ANHUYHDIV HeraTue. OgHOPa30Bble OCKOpPOUTENbHbIE COODLWEHMA NyyLle
UrHopmpoBaTb. O6bIYHO arpeccusa NpPeKpaLLaeTca Ha HaYabHOM CTaauu;

7. baH arpeccopa. B nporpammax ob6meHa MrHOBEHHbIMW COOBLLEHNAMM, B COLMANBHBIX CETAX €CTb

BO3MOXHOCTb 6}'IOKVIpOBKVI OoTnpaBKu COO6UJ,€HVIV1 c onpegeneHHbIX aapecos,



8. Ecau Tbl cBuaeTens KubepbynnmHra. TBom AeNCTBUA: BbICTYNUTb NPOTUB NpecaeaoBaTens,
MoKasaTb EMY, YTO ero AeNCTBMA OLLEHMBAIOTCA HEFATUBHO, NOAAEPKATb KEPTBY, KOTOPOM HYXKHA
NMCUXOI0MMYECcKan NOMOLLb, COOBLLUTL B3POCAbIM O PpaKTe arpeccMBHOIo NoBeAeHUs B CETU.
Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHbI U NAAHLLETbI COAEPXKAT B cebe BNoJiHe B3POC/bl GYHKLUMOHAN, U Tenepb

OHM MOTYT KOHKYPMPOBaTb CO CTaLUMOHapPHbIMM KoMMbtloTepamn. OAHaKO, CpeacTs 3alLnTbl A8
NoA06HbIX YCTPOUCTB NMOKa 04eHb Masio. TeCTUPOBaAHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He TaK
WMHTEHCMBHO, Kak ana MK, To ke camoe KacaeTca U MOBUNbHbIX NPUIOKEHWUNA.

CoBpemMeHHble MObUAbHble Bpay3epbl yXKe NPaKTUYECKN A0rHaAU HacTo/bHble aHaNorM, 0AHaKo
pacwmpeHne pyHKLMOHaNA BAeYeT 32 cob60i 60/bLUYI0 CIOXKHOCTb M MEHbLLYIO 3aLLNLLEHHOCTD.
[laneko He Bce NPOM3BOAUTENM BbINYCKAOT 0BHOBAEHMA, 3aKPbIBaOLLME KPUTUYECKUE YA3BUMOCTH
ONA CBOUX YCTPOMCTB.

OcHoBHble coBeTbl A1 be3onacHOCTU MobuabHoro TenedoHa:

Huyero He aBAAeTca No-HacToAwemy becniaTHbIM. byab ocTOposKeH, BeAb Koraa Tebe npeaniaratot
6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO NATHbIE YCAYTK;

Aymait, npexae yem otnpasute SMS, ¢oTo nam Buaeo. Tobl TOYHO 3HaELb, FAe OHW ByayT B KOHEYHOM
utore?

Heobxoanmo 06HOBAATb ONEPALMOHHYO CUCTEMY TBOETro CMapTdOoHa;

Mcnonb3yi aHTUBMPYCHbIE MPOrpammbl 418 MOOUAbHBIX TeNlepOHOB;

He 3arpy»kait IpuioKeHUs OT HEM3BECTHOTO UCTOYHMKA, BeAb OHWU MOTYT COAEPKaTb BPeLOHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbIMAELb C CaNTa, r4e BBOAUA IMYHYIO MHGOPMaLMIO, 331 B HACTPOMKM
6paysepa v yganu cookies;

Mepuoauyeckn NpoBepsii, KakMe NAaTHbIE YCIYTM aKTMBMPOBAHbI HA TBOEM HOMEDE;

[aBait cBo HOMep MOBUNbHOTO TesledpOHa TOIbKO /IOAAM, KOTOPbIX Tbl 3HAELWb M KOMY 0BEpPSAELLb;
Bluetooth gonKeH ObITb BbIKAOYEH, KOTAa Tbl UM He Nosb3yelbes. He 3abbiBaii MHOrAa NpoBepATb
sTO.

Online urpobl

CoBpeMeHHble OHITAaNH-UIPbl - 3TO KPACOYHble, 3aXBaTbIBalOLWME Pa3BieYeHUs, 06beANHSAIOLLME COTHU

TbICAY YENOBEK N0 BCeEMY MUPY. MIrpOKM nccnenytoT AaHHbIM MM MUP, 0BLLAIOTCA APYT C APYTOM,
BbIMNOAHAOT

3a4aHnA, CpaxKakoTcA C MOHCTPaMM U NONYHaloT ONbIT. 3a yO0BO/IbCTBNE OHU NNATAT: NOKYNatoT AUCK,

onnaynBatoT aboHeMeHT nam l'lpVIO6p€TaI'OT Kakune-1o onunn.



Bce 3TM cpeAacTBa MAYT Ha NOAAEP>KaHNE U Pa3BUTME UTPbI, a TaKKe Ha camy 6e30NacHOCTb:
COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aL MM, BbIMYCKAOTCA HOBble NaTum (UndpoBble 3annaTku aan
nporpammy), 3aKpbIBatoTCA YA3BUMOCTM CEPBEPOB.

B noAo6HbIX MUrpax CTOMT onacaTbCA He CTOJ/IbKO CBOMX COMEPHUKOB, CKO/IbKO KPayku TBOEro Napons,
Ha KOTOPOM OCHOBAHa CMCTEMa aBTOPM3aLMN BONBbLUMHCTBA UTp.

OcHoBHble coBeTbl N0 6€30NacHOCTM TBOEFO MIPOBOIO aKKayHTa:

1. Ecam apyrovi urpok segeT ceba nnoxo Mamn cosgaeT Tebe HeNPUATHOCTK, 3abOKMPYI ero B CNUCKe
WTrPOKOB;

2. MoKanyica agMMHUCTPATOPaAM UIpPbl Ha NJ0X0e NOBELEHME 3TOFO UIPOKaA, KeNaTeNlbHO NPUAOKUTD
KaKune-To A0Ka3aTeNnbCTBa B BUAE CKPMHOB;

3. He yKasbiBait AnyHyto MHPopmaymio B npodaiine urpbl;

4. YBarkalt Apyrux y4aCTHMKOB MO UIpe;

5. He ycTtaHaBnmBai HeodumumManbHbIe NAaTYN U MOAbI;

6. MIcnob3yi CNOXKHbIE U PasHble NAPOAU;

7. Oaxke BO BpemMA Urpbl HE CTOUT OTKAOYATb aHTMBUPYC. MOKa Tbl Urpaellb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

DULIMHT MU KPaXKa INYHBIX AaHHbIX

O6blYHOM Kpaken AeHEr U AOKYMEHTOB CErOAHS Y¥Ke HUKOMO He YAMBULLb, HO C PAa3BUTUEM UHTEPHET-

TEXHONIOTUI 310YMbILLUNEHHUKN NEPEMECTUIUCD B UHTEPHET, U NPOAOXKALOT 3aHMMaTbCA "nrobumbim”
aenom.

Tak noasmnacb HOBaA yrpo3sa: UHTepHeT-MOLWeHHNYeCcTBa Unn d)MLIJVIHF, rnaBHaA uenb KOTOPOro

COCTOMT B NOJIy4eHUM KOHPUAEHUMANBbHbIX AaHHbIX NOJ/Ib30BaTENEN - IOTMHOB U Naponei. Ha
AHTIMACKOM

A3blKe phishing ynTaeTca Kak ¢ouwwmHr (ot fishing - pbibHasa nosas, password - Napossb).

OcHoBHble coBeTbI N0 6opbbe ¢ GULINHIOM:

1. Cneapm 3a cBOMM aKkKayHTOM. Eciv Tbl NoZ03peBaellb, YTO TBOA aHKeTa 6blaa B3loMaHa, To
HeobxoaAnMOo 3ab6/10KMPOBaATL €e U COOBLWUTL aZMUHUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;
2. Ucnonb3yii 6esonacHble Be6-caTbl, B TOM YMC/E, UHTEPHET-MarasuHoB M NMOMCKOBbIX CUCTEM;

3. icnonb3yi CNOXKHbIE U pa3Hble Napoin. Takum obpasom, eciv Teba B3NOMaloT, TO
3/10YMbILUIEHHUKM MOJyYaT AOCTYN TONIbKO K OAHOMY TBOEMY NPOGUII0 B CETU, @ HE KO BCEM;

4. Ecnm Teba B3noManm, To He0b6XxoAMMO NpeaynpesnTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBneHbl y
Tebs B APYy3bAX, O TOM, YTO TebA B3NOMa/IM U, BO3SMOKHO, OT TBOEr0 MMeHM ByAeT paccbliaTbhca Cnam u

CCbIZIKM Ha GULUMHIOBbIE CalTbl;



5. YcTaHOBM HagexKHbIi naponb (PINS) Ha MOBUAbHbIN TenedoH;

6. OTK/IlOYM COXpaHeHWe Napona B bpaysepe;

7. He oTKpbIBai daibl v Apyrue BAOKEHUA B MUCbMAX, AAXKE €C/TIM OHWU NPULLAK OT TBOUX APYy3eil.
Jlydwe yTOUYHM Yy HUX, OTAPABAAAN NN OHW Tebe 3Tn danbl.

Uudposasa penytayms

Lmndposana penytauma - 3sTo HeraTUBHasA UAM NO3UTUBHAA MHOpPMaLMA B ceTn o Tebe.

KomnpomeTupytowan nipopmaLmsa, pasmeLLeHHAn B UHTEPHETE, MOXET CEPbe3HbIM 06pa3om
OTPa3nTbCA HA TBOEWN peasibHOM XuU3HK. "Lindposas penytauma” - sTo TBOM UMUAK, KOTOPbIN
dbopmupyetca n3 uHpopmaunm o Tebe B UHTEPHETE.

TBOE MECTO *KUTEbCTBA, Y4ebbl, TBOe GUHAHCOBOE NOJIOKEHNE, 0COOEHHOCTU XapaKTepa 1 paccKasbl

0 6/IM3KMX - BCE 3TO HaKaN/IMBaETCA B CETU.

MHorne noApoCcTKM NerKOMbICIEHHO OTHOCATCA K NyB6AMKaLMM IMYHON MHPOpMaLmMn B UHTepHeTe, He
NOHMMasA BO3MOXHbIX NOCNeACTBUI. Thl AaXKe He CMOXELLb A0raAaTbCa 0 TOM, YTo poTorpadus,
pasmelleHHasa 5 neTt Hasag, cTasia NPUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapumn, pasmelleHne TBoux potorpaduii u gpyrue 4enMcTBuA MOryT He MCYe3HYTb Jake nocne
TOro, KaK Tbl UX yAanuLb. Tbl HE 3HAELWb, KTO COXPaHW 3Ty MHPOPMaLMIO, Monana iv OHa B MOUCKOBbIE

CUCTEMbI M COXPaHWIACh I OHa, a IaBHOE: YTO NOAYMatoT 0 Tebe OKpyKatoLme Noan, KoTopble
HalayT 1 yBUAAT 3T0. HalT MHOPMALLMIO MHOTO NIET CMYCTA CMOMKET N060W - KaK U3 f06pbIX
nobyXaeHui, Tak U C HAMepPEHUEM MPUYUHUTL Bped,. ITO MOKET BbiTb KTO YrogHO.

OCHOBHble cOBETbI NO 3aWmMTe LMPOBOMN penyTaLmu:

1. Moaymaii, npexkae yem 4To-To Ny6AMKOBaTb U NepesaBaTh y cebs B 610re UM B COLMaANbHOM CeTy;
2. B HacTpoliKax Nnpoduna ycTaHOBM OrpaHUYEHUs Ha MPOCMOTP TBOEro Npoduia 1 ero coaep numoro,
caenam ero TonbKo "ansa apysein'”;

3. He pasmeLwali u He yKasblBait UHGOPMALMIO, KOTOPAA MOXKET KOro-1nMbo ockopbaATb AN 06MKaTb.
ABTOpCKOE npaso

COBpEMEHHbIe LWWKOJIbHUKW - aKTUBHbIE NOZ1b30BATENN LI,Md)pOBOI'O NPOCTpPaHCTBA. OaHaKo ganeKko He

BCe 3HaloT, YTO N0/1b30BaHNE MHOTMMU BO3MOXHOCTAMU Ll,Md)pOBOFO MuUpa TpE6YET CO6I'IPOAEHVIFI npas
Ha UHTENNEKTYA/IbHYIO COBCTBEHHOCTb.

TepmnH "VIHTe!'I}'IeKTya}'IbHaFI COBCTBEHHOCTL" OTHOCKTCA K Pa3/IM4HbIM TBOPEHUNAM HYE/T0BEYECKOTO

YMa, Ha4nHaA C HOBbIX M3O6peTeHMl‘/JI 1 3HAKOB, 0603Haqa+om,v|x COBCTBEHHOCTb Ha NPOAYKTbI N YCNyru, 1
3adKaH4YMBaA KHUramm, d)OTOI'pad)I/IFIMVI, KMHOd)MﬂbMaMVI N MyY3blKa/ibHbIMU NpOU3BEAEHUAMN.
ABTOpPCKMe Npasa - 3TO NpaBa HAa UHTENNEKTYaNbHYIO COBCTBEHHOCTb Ha npoun3ssegeHnA Haykmy,

nuTepaTypbl U UCKyccTBa. ABTOPCKME NMpaBa BbICTYNAKOT B KaYeCcTBe rapaHTUuM TOro, 4To



WHTENIeKTYaNbHbIN/TBOPYECKMIA TPy aBTOpa He ByaeT HanpacHbIM, 4aCT eMy cnpaBeanusble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/bTaTax CBOEro Tpyaa, Noy4ymTb M3BECTHOCTb M NpU3HaHue. HUKTo
6e3 paspelleHnn aBTopa He MOXKeT BOCNPOMU3BOAMTL €r0 MPOU3BeAEeHUE, PacnpPoCTPaHATb, Ny6AUYHO
AEeMOHCTPUPOBaTb, NPOAAaBaTb, MUMMNOPTUPOBATL, NYCKaTb B MPOKAT, NyBANYHO UCMONHATD,
MOKasblBaTb/UCMONHATL B 3dUpe UaM pasmewatb B MIHTepHeTe.

Mcnonb3oBaHuMe "nupaTckoro” nporpammHoro obecrneyeHms MoXKeT NPUBECTU K MHOTUM PUCKam: OT
noTepu AaHHbIX K TBOMM aKKayHTam A0 610KMPOBKM TBOEIO YCTPOMCTBa, rAe YCTaHOB/IeHa He/leranbHas

nporpamma. He cTouTt Tak:Ke 3abbiBaTb, YTO CYLLECTBYIOT sierasibHble U 6ecnaaTHble NPOrpammbl,
KOTOPbIE MOMHO HalTK B CETU.



